Introduction {#s1}
============

With the rapid spread of smartphones, alternatives for survey data collection have emerged. In addition to including cell phones in CATI sampling frames ([@CIT0024]), asking questions on cell phones through texting ([@CIT0006]), and mobile surveys on browsers or apps ([@CIT0007]), researchers are now able to use smartphones for passive mobile data collection ([@CIT0026]). Data that can be collected on mobile devices include, for example, geolocation and physical movements, online search behavior and browser history, app usage, and call and text message logs. These data enable researchers to study, among other things, users' mobility patterns, physical activity and health, consumer behavior, and social interactions.

Compared to surveys, which rely on self-reporting, passive mobile data collection has the potential to provide richer data (collected at much higher frequency), to decrease respondent burden (fewer survey questions), and to reduce measurement error (reduction in recall errors and social desirability). This approach also allows for combining survey data collection with passive collection of data about participants. Recent examples are studies on the role of geographical context and social networks for prospective employment of men recently released from prison ([@CIT0039]), everyday activities and stress among older African Americans ([@CIT0014]), and the influence of activities and experiences in different locations on real-time fluctuations in well-being ([@CIT0043]).

However, many early studies that passively collected such mobile data relied on small groups of volunteers from special populations. So far, we lack the general knowledge on how this new form of data collection works in larger populations and what the implications are for data quality. Willingness to participate in passive mobile data collection might correlate with concerns about data privacy and security and smartphone skills. Nonparticipation could lead to bias if participants who allow passive mobile data collection differ from nonparticipants on the variables of interest in a study. Thus, before researchers can use the new technology to answer substantive research questions, we need to better understand the error properties of passively collected mobile data.

The current study aims at estimating the willingness of smartphone users to participate in research that involves passive mobile data collection via a research app. We are particularly interested in identifying study and personal characteristics that drive willingness to participate. We review the current methodological literature on passive mobile data collection and identify potential factors in the participation decision process that might be similar between traditional surveys and passive mobile data collection and those factors that may be unique to the new technology. We then present a study involving vignettes of hypothetical research studies featuring passive mobile data collection via smartphones. Using a factorial survey design with vignettes, we simultaneously test the effect of several study characteristics on willingness to participate.

PREVIOUS RESEARCH {#s2}
-----------------

A growing body of literature assesses the use of smartphones for data collection. Recent reviews ([@CIT0023]; [@CIT0007]) show that most studies have focused on the use of mobile devices when filling out browser-based web surveys on a smartphone. Fewer methodological studies focus on the use of app-based mobile surveys and the combination of survey and passive data collection.

Emerging research on hypothetical and actual willingness to participate in passive mobile data collection studies shows that consent rates vary considerably. [@CIT0007] reviewed seven studies from Europe and the United States asking respondents to comply with special requests using mobile devices such as recording the GPS location or taking photos at the end of the survey and found consent rates between 5 and 67 percent. [@CIT0031] showed that nonprobability panel members' hypothetical willingness to perform additional tasks using smartphones varies across seven Spanish- and Portuguese-speaking countries and by type of sensor.

Research on hypothetical and actual willingness to perform passive data collection tasks includes studies in large-scale probability panels such as the Dutch LISS Panel ([@CIT0035]; [@CIT0011]; [@CIT0034]) and the *Understanding Society* Innovation Panel (IP) in the UK ([@CIT0018]; [@CIT0041]). In the LISS Panel, respondents were invited to complete app-based time-use diaries, share GPS location, and provide access to collect the number of calls, text messages, and Internet messages. People who did not own a smartphone were provided with a smartphone. Thirty-seven percent of all invited panel members (smartphone owners and non-owners) indicated their willingness to participate, and 68 percent of the willing panelists actually participated ([@CIT0034]). Based on these data, [@CIT0011] reported that using an opt-out consent to collect the GPS location resulted in 74 percent of respondents sharing their GPS location. In another LISS Panel study on mobility, respondents were asked to share their GPS location on their smartphone or a loaner phone; 37 percent of the invited panel members were willing to participate, and 81 percent of them eventually participated ([@CIT0034]).

Using data from the *Understanding Society* IP, [@CIT0041] reported that willingness differs by task: among panelists who used smartphones, 65 percent were willing to take photos or scan bar codes, 61 percent to use the built-in accelerometer to record physical movements, 39 percent to share GPS location, and 28 percent to download a tracking app that collects anonymous data about phone usage. [@CIT0018] asked members of the *Understanding Society* IP (irrespectively of device ownership and use) to download an app that could be used for scanning receipts from purchases for a month. Seventeen percent of all invited panel members participated by downloading the app, and 13 percent actually used the app.

A UNIFIED FRAMEWORK {#s3}
-------------------

Previous research suggest that some of the factors that influence willingness or actual participation in passive mobile data collection are directly linked to participants' smartphone-related usage and attitudes. For example, intensive users of mobile technology are more likely to express willingness ([@CIT0011]; [@CIT0018]; [@CIT0041]) and to actually participate ([@CIT0011]; [@CIT0018]), and respondents' security concerns about transmitting the data via mobile apps lower willingness ([@CIT0041]) and actual participation ([@CIT0018]). But other factors that influence willingness to participate in passive mobile data collection are not specifically associated with participants' smartphone usage and attitudes and are rather general. For example, general cooperativeness with a survey (i.e., low item nonresponse, providing consent to linkage to administrative records) is predictive of participation in a subsequent smartphone app study ([@CIT0018]).

In this paper, we propose a framework for willingness to participate in smartphone passive measurement. This framework unifies established mechanisms of survey participation, relatively new mechanisms (similar to participation in web and mobile web surveys), and novel mechanisms specific to unique features of passive mobile data collection. Specifically, we suggest that participation in passive data collection will be influenced by three broad classes of variables. First, considerations to participate in passive data collection include factors that influence survey participation more generally. Perceived benefits and interest in the survey topic will increase participation, while perceived costs, such as the length of the survey, will decrease willingness. Second, passive data collection increases the salience of privacy and risk of disclosure. Therefore, respondent concerns about privacy and trust in the data collection organization will have particular salience. Third, willingness to participate in passive data collection via smartphone will be impacted by factors specifically related to the technology of data collection. This includes respondent comfort and experience with smartphone technology and feelings of control over the data collection process.

RESEARCH QUESTIONS AND HYPOTHESES {#s4}
---------------------------------

Based on this framework, we aim to answer three research questions: 1) To what extent are smartphone users willing to download a research app to their phone that passively collects data? 2) What are the reasons for and against participating in passive mobile data collection? 3) What are the mechanisms (i.e., study and individual characteristics) for willingness to participate in passive mobile data collection? For the latter, we have three sets of hypotheses. The first set of hypotheses states that factors influencing the general willingness to participate in surveys, such as survey sponsor, topic, survey burden, incentives, and general attitudes toward surveys and research, will also affect the willingness to participate in passive mobile data collection.

Previous studies have shown that familiarity with the survey sponsor, trust in the sponsor, reputation, and authority of the sponsor influence the participation decision (e.g., [@CIT0021]). In line with this research, we therefore hypothesize:

> *H1.1: Smartphone users are more willing to participate in passive mobile data collection if the study is sponsored by a statistical agency or a university than by a market research company.*

A number of web surveys showed that the topic of a survey influences participation and break-off rates ([@CIT0015]; [@CIT0027]; [@CIT0020]). We thus hypothesize:

> *H1.2: The topic of the study for which the data are collected will influence the willingness to participate in passive mobile data collection.*

Depending on the specifics of passive mobile data collection, respondents may differ in perceived burden. Similar to interview length and frequency of being interviewed as indicators of survey burden ([@CIT0004]; [@CIT0016]; [@CIT0042]), we expect the duration of the passive mobile data collection as well as asking additional survey questions to influence the willingness to participate.

> *H1.3: Smartphone users are less willing to participate in passive mobile data collection with a longer duration of data collection.*

> *H1.4: Smartphone users are less willing to participate in passive mobile data collection if additional questions are administered through the app.*

Independent of mode, (monetary) incentives increase willingness to participate in surveys (see [@CIT0037] for a review). However, [@CIT0018] find no significant effect of differential promised incentives of two versus six British pounds for downloading the app. On the other hand, additional incentives paid for participating in all waves of an eight-wave online panel study were shown to increase response rates in an online panel ([@CIT0033]).

> *H1.5: Promised incentives for downloading an app and additional incentives for participating in the study until the end of the study period increase the willingness to participate in passive mobile data collection over no incentive*.

We also expect general attitudes toward surveys and research to influence the willingness to participate in passive mobile data collection, as positive attitudes toward surveys in general lead to higher web survey participation ([@CIT0003]; [@CIT0005]; [@CIT0017]; [@CIT0022]).

> *H1.6: Smartphone users with more positive attitudes toward research and surveys are more willing to participate in passive mobile data collection.*

The second set of hypotheses focuses on smartphone technology-specific factors. First, smartphones have the ability to collect richer and more detailed data than traditional surveys. For online surveys that collect process data, privacy concerns are shown to influence the willingness to participate ([@CIT0009], [@CIT0010]; [@CIT0008]). [@CIT0030] and [@CIT0041] found that security concerns predict lower willingness to allow smartphone data collection, which is especially relevant for certain activities that are potentially threatening to respondents' privacy, such as sharing GPS location. Extending this logic to passive mobile data collection, we hypothesize that willingness to participate in passive mobile data collection is correlated with concerns about privacy and data security and trust that data will be protected by the data collecting organization.

> *H2.1: Smartphone users who are concerned about privacy and data security are less willing to participate in passive mobile data collection than users with lower concerns.*
>
> *H2.2: Smartphone users who trust companies and organizations not to share users' personal data with third parties are more willing to participate in smartphone data collection.*

Second, [@CIT0007] note that familiarity or comfort with the mobile device and the ways respondents use their devices may affect the willingness to participate in mobile web surveys. Respondents who use their phones less frequently or only for short browsing sessions respond at lower rates to mobile web surveys. The level of comfort and familiarity with a smartphone or apps, likewise, can affect the willingness to participate in passive mobile measurement. [@CIT0028] and [@CIT0041] found that respondents who use smartphones more intensively have a higher willingness to complete smartphone data collection tasks. [@CIT0011] reported that participants who use their phone more often are more likely to share their GPS data. More generally, personal use of technology (i.e., frequency of mobile device use, mobile device skills, and use of features relevant to the study) is a strong predictor of participation in a mobile app study ([@CIT0018]).

> *H2.3: Smartphone users who are more skilled at using their mobile devices are more willing to participate in passive mobile data collection.*
>
> *H2.4: Smartphone users who are more familiar with tasks on mobile devices are more willing to participate in passive data collection.*

The third hypothesis relates to mechanisms specific to performing additional tasks using mobile devices. Respondents may feel that they do not have control over the data they are asked to provide and thus be less willing to participate in a study involving passive mobile data collection. [@CIT0030] showed that respondents are more willing to perform additional tasks in which they feel they are able to control the content (e.g., taking photos or scanning bar codes with their mobile devices) rather than perform passive data collection tasks in which they cannot control the content transmitted to researchers (e.g., sharing GPS location, URLs of websites visited, and Facebook profile content). Similarly, [@CIT0041] reported higher willingness for tasks that actively involve respondents in smartphone data collection rather than passively collected data.

> *H3: Smartphone users are more willing to participate in passive mobile data collection if they have direct control over the data collection process.*

Methods {#s5}
=======

Data for this study come from a two-wave web survey among German smartphone users 18 years and older. Respondents were recruited from a German nonprobability online panel.[^1^](#fn0001){ref-type="fn"} Although the exact levels of willingness observed in this sample may not generalize to the full population, the focus of our study is on randomization rather than representation, to use [@CIT0019] terminology. Our main interest is in the relative effects of the experimental manipulations rather than the overall levels of willingness. In December 2016, a total of 2,623 respondents completed the Wave 1 online survey.[^2^](#fn0002){ref-type="fn"} Respondents could complete the questionnaire on a PC, tablet, or smartphone; 15 percent of the respondents completed the Wave 1 questionnaire on a smartphone. The questionnaire included items on smartphone use and skills, privacy and security concerns, and general attitudes toward survey research and research institutions (see Supplementary Online Material for full wording of all relevant questions). The median time for completing the questionnaire was 5 minutes and 56 seconds.

In January 2017, all respondents from Wave 1 were invited to participate in a second web survey. Of those, 1,947 or 74.8 percent (AAPOR RR1) completed the Wave 2 questionnaire.[^3^](#fn0003){ref-type="fn"} Again, respondents were free to complete the questionnaire on any device, and about 14 percent of the respondents completed the Wave 2 questionnaire on a smartphone. The Wave 2 questionnaire included a factorial survey design to investigate the effects of different study characteristics, as described in vignettes, on expressed willingness to participate in hypothetical studies involving passive mobile data collection (see Supplementary Online Material). The median response time for the Wave 2 questionnaire was 6 minutes and 7 seconds.

Vignette studies combine the advantages of survey research and multidimensional experimental designs. Participants judge hypothetical situations, objects, or subjects described in vignettes that vary in the level of characteristics (dimensions) of the described situations, objects, or subjects ([@CIT0001]). Having each respondent judge a random subset of all possible vignettes allows us to include a large number of dimensions and levels in the design, thereby "enhancing the resemblance between real and experimental worlds" ([@CIT0032], 16). Highly contextualized vignettes are thought to have high construct validity ([@CIT0038]). Factorial surveys are commonly used in the social sciences and are especially popular in sociology to measure social judgments, positive beliefs, and intended actions ([@CIT0040]). In survey methodology, factorial surveys with vignettes have been used to measure the influence of topic sensitivity, disclosure risk, and disclosure harm on expressed willingness to participate in surveys ([@CIT0036]; [@CIT0009], [@CIT0010]).

VIGNETTES {#s6}
---------

The vignettes in this study describe hypothetical research involving an app that participants would be asked to download to their smartphone to allow for passive mobile data collection by researchers. The vignettes varied six study characteristics ([table 1](#T1){ref-type="table"}): the *sponsor* (related to hypothesis H1.1) and the *topic* of the study (H1.2), the *duration* of data collection (H1.3), whether the app only collects data passively or administers *additional survey questions* once a week (H1.4), the *incentives* provided for participation (H1.5), and whether or not there was an *option to switch off the app* during the field period (H3).

###### 

Vignette dimensions, dimension levels, vignette text, and willingness to participate by vignette levels (*n* = 1,947)

  Dimensions                    Dimension levels                                                              Vignette text (translated into English)                                                                                                                                                                                              Percent willing to participate
  ----------------------------- ------------------ ---------------------------------------------------------- ------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------ --------------------------------
  Sponsor                       3 levels           Statistical agency                                         ...a German statistical agency...                                                                                                                                                                                                    33.1%
                                                   University                                                 ...a German university...                                                                                                                                                                                                            36.9%
                                                   Market research company                                    ...a German market research company...                                                                                                                                                                                               35.6%
  Topic                         3 levels           Consumer behavior                                          ...about how consumers search for and buy products and services on their smartphones...                                                                                                                                              36.1%
                                                   Mobility                                                   \...about how people move around in their everyday life...                                                                                                                                                                           35.3%
                                                   Social interaction                                         ...about how people interact with others through their smartphone...                                                                                                                                                                 34.2%
  Study duration                2 levels           One month                                                  ...for one month...                                                                                                                                                                                                                  37.9%
                                                   Six months                                                 ...for six months...                                                                                                                                                                                                                 32.5%
  Additional survey questions   2 levels           Yes                                                        Apart from the automatic data collection, the app will not send you any invitations to questionnaires.                                                                                                                               35.7%
                                                   No                                                         In addition to automatically collecting data on the smartphone, the app will send you invitations to fill out short questionnaires with just one or two questions on your smartphone about once a week.                              34.7%
  Incentives                    4 levels           None                                                       No monetary incentive is provided for participating in the study.                                                                                                                                                                    19.5%
                                                   10 Euro for downloading                                    For downloading the app you will receive 10 Euro.                                                                                                                                                                                    38.3%
                                                   10 Euro at end of study                                    For downloading the app and leaving it installed on your smartphone until the end of the study, you will receive 10 Euro.                                                                                                            37.1%
                                                   Both 10 Euro for downloading and 10 Euro at end of study   For downloading the app you will receive 10 Euro. In addition, for leaving the app installed on your smartphone until the end of the study you will receive 10 Euro.                                                                 46.1%
  Option to switch off app      2 levels           Yes                                                        The research app allows you to switch it off at times when you do not want it to collect any data from your smartphone. However, it is important for this study that you use this option only in rare cases and for short periods.   33.1%
                                                   No                                                         There is no option to switch the research app on and off during the course of the study.                                                                                                                                             37.3%

[Figure 1](#F1){ref-type="fig"} provides a vignette example. On the screen before the first vignette, respondents saw a brief description of the general features of the hypothetical studies that were not varied as part of the factorial survey design. The description included information on the number of vignettes respondents were about to see, general information on the type of data that would be collected through the app, and a data protection and privacy statement for the hypothetical studies (see [Appendix A](#app1){ref-type="app"}).

![Example of a vignette.](nfz007f0001){#F1}

Combining the levels of the six experimental dimensions (3x3x2x2x4x2) produced a vignette universe of 288 unique study descriptions. Each respondent was assigned eight vignettes at random (without replacement) out of the vignette universe. After each vignette, respondents rated their willingness to participate in the described study (QB1: "How likely is it that you would download the app to participate in this research study?") on a scale from 0 ("Definitely would not participate") to 10 ("Definitely would participate").

Based on the response to the first vignette, respondents were asked in an open-ended question for the reason why they would (if QB1 was between 6 and 10) or would not participate (if QB1 was between 0 and 5) in this particular study (QB2). This question was asked only once after the first vignette.

As a manipulation check, we asked respondents after they had rated the eight vignettes to indicate whether they had noticed any differences among the vignettes (QB10), which was followed up by an open-ended question on what differences they had noticed (QB11). About 90 percent of the respondents reported that they had noticed differences. We ran our analysis as described below with and without respondents who said that they did not notice any differences, and we also ran the analysis with and without respondents who took five seconds or less to read and respond to a vignette and were thus flagged as speeders. Since the results in both cases were highly comparable, we only present results for the entire sample here.

WILLINGNESS TO PARTICIPATE {#s7}
--------------------------

The main dependent variable in this study is based on the responses to the 11-point *willingness to participate* scale (QB1). We dichotomized the respondents into those who would not participate in the described study (0 to 5 on the original scale) and those who would participate (6 to 10) following prior practice ([@CIT0009], [@CIT0010]). We have two reasons for dichotomizing the dependent variable. First, the distribution of responses to the original 11-point scale is bimodal with heaps at the extreme points of the scale (see [figure A](#sup1){ref-type="supplementary-material"} in Supplementary Online Material).[^4^](#fn0004){ref-type="fn"} Second, although 11-point scales are the standard in vignette studies ([@CIT0001]), dichotomizing the variable mirrors the binary nature of the decision to participate in a study, thus allowing us to estimate participation rates for the described studies.

MEASURES {#s8}
--------

Six independent variables for our analysis come from the experimental variation of the study characteristics in the vignettes in Wave 2. In addition, we analyzed the influence of survey attitudes (H1.6) using one index measure, privacy and security concerns (H2.1) using four index measures, trust that organizations would not share respondents' personal data (H2.2) using two index measures, self-reported smartphone skills (H2.3) using one measure, and familiarity with smartphone tasks (H2.4) using four measures on the willingness to participate in passive mobile data collection. These measures come from the Wave 1 questionnaire and were modeled after the questions used by [@CIT0009], [@CIT0010]; [@CIT0041]). [Table 2](#T2){ref-type="table"} shows the descriptive statistics of all measures used in the analysis and their questions they are built off. To facilitate comparison of the different measures used in our analysis, we converted all scales and indexes to a common scale ranging from 0 to 10. A detailed description of how the measures were formed can be found in the Supplementary Online Material.

###### 

Descriptive statistics of measures used in the analysis (*n* = 1,947)

  Construct                                                Original items   Range                     Median          Mean                 Standard deviation   Missing values
  -------------------------------------------------------- ---------------- ------------------------- --------------- -------------------- -------------------- ----------------
  Attitudes toward surveys and research (H1.6)             QA9a-e           0--10                     7.4             7.3                  1.6                  20
  Security concern research app (H2.1)                     QA14c            0--10                     6.7             7.1                  2.9                  16
  General privacy concern (H2.1)                           QA12             0--10                     6.7             5.6                  2.4                  2
  No. perceived privacy violations offline (H2.1)          QA13a-d          0--4                      1               1.2                  1.3                  0
  No. perceived privacy violations online (H2.1)           QA13e-g          0--3                      3               2.2                  1.2                  0
  Trust data not shared by research organizations (H2.2)   QA10a-c          0--10                     6.7             6.8                  2.1                  22
  Trust data not shared by other organizations (H2.2)      QA10d,g,e,h      0--10                     3.3             3.9                  2.3                  16
  Smartphone skills (H2.3)                                 QA8              0--10                     7.5             7.4                  2.4                  2
  No. of devices (H2.4)                                    QA4a-e           1--5                      3               3.1                  0.9                  0
  Frequency of smartphone use (H2.4)                       QA6              0--10                     10              9.0                  2.1                  4
  No. of smartphone activities (H2.4)                      QA7a-l           0--12                     9               8.4                  3.0                  0
                                                                            Invited, not downloaded   Never invited   Downloaded                                Missing values
  Experience with research apps (H2.4)                     QB13,14          22.8%                     62.8%           14.3%                                     7
                                                                            Less than 30 years        30--49 years    50 years and older                        Missing values
  Age                                                      QB16             24.3%                     50.3%           25.4%                                     4
                                                                            Female                    Male                                                      Missing values
  Gender                                                   QB15             47.0%                     53.0%                                                     6
                                                                            w/ HS degree              w/o HS degree                                             Missing values
  Education                                                QB18             50.5%                     49.5%                                                     17

ANALYSIS PLAN {#s9}
-------------

All analyses for this study were done in R version 3.5.2 ([@CIT0029]). To answer our first research question about the willingness of smartphone users to download a research app to their phone for passive mobile data collection, we calculated the proportion of respondents indicating that they are willing to participate for the eight vignette questions individually and across all vignettes.

To answer the second research question and identify reasons for and against participating in the described passive mobile data collection studies, we analyzed the responses to the open-ended question that was asked after the first vignette. Two independent coders grouped the responses into nine categories for reasons to participate and nine categories for reasons not to participate in the passive mobile data collection. All codes were compared (Cohen's Kappa for reasons to participate: 0.64; reasons not to participate: 0.72), and any disagreement was resolved by the first author. We report the frequency of individual codes.

To answer the third research question and test the hypotheses specified above, we analyzed the influence of the experimentally varied study characteristics in the vignettes and respondent-related characteristics regarding privacy and security concerns and familiarity and skills with smartphones on willingness to participate. We controlled for respondents' age (measured in three groups: less than 30 years, 30--49 years, 50 years and older), gender, and education (without a high school degree vs. with a high school degree). To account for the hierarchical structure of the data, that is, each respondent rated their willingness to participate on eight vignettes, we specified a multilevel logistic regression model. To specify the mixed model, we used the glmer procedure from library(lme4) in R ([@CIT0002]). Specifically, we regressed the log of the odds of $\pi_{ij} = \text{Pr}\left( {y_{ij} = 1} \right)$ that a respondent *j* indicated to be willing to participate in a study described in a vignette *i* on the *p* vignette characteristics and the *q* respondent characteristics. In equation (1), the betas (*β*~1~ to *β*~*p*~) denote the regression coefficients for variables *X*~*ijp*~ on the vignette level (L1) and the gammas (*γ*~1~ to *γ*~*q*~) describe the regression coefficients for variables Z~*jq*~ on the respondent level (L2). *u*~*j*~ is the random residual error term on the respondent level.
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Note that variables *X*~*ijp*~ on the vignette level (L1) include the six experimental dimensions of the vignettes plus an indicator for the order of the vignettes (reference category: Vignette 1). Variables Z~*jq*~ on the respondent level (L2) include the above described measures of privacy and security concern, measures of familiarity and skills with smartphones, and the controls for respondent sociodemographic characteristics.

To facilitate interpretation of the regression coefficients in our model, we calculate average marginal effects (AMEs) and their standard errors using the margins function from library(margins) in R ([@CIT0025]), where AMEs are calculated as the marginal effects at every observed value of X and then averaged across the resulting effect estimates.

Results {#s10}
=======

WILLINGNESS TO PARTICIPATE {#s11}
--------------------------

Overall, an average of 35.2 percent of respondents indicated that they are willing to participate in the described studies across all eight vignettes (percentages of willingness by experimental condition can be found in the last column of [table 1](#T1){ref-type="table"}). Eleven percent of respondents consistently reported that they are willing to participate in all eight of the presented studies, and 39 percent of respondents reported that they would not participate in any of the eight studies. Twenty-seven percent of respondents used the same response option on the 11-point willingness scale for all eight vignettes. Individual pairwise comparisons between all vignettes revealed that the willingness to participate is higher in the first vignette presented compared to each of the seven other vignettes (*p* \< 0.05 for all Chi-squared tests between Vignette 1 and all other vignettes after adjusting for multiple comparisons using Bonferroni correction.

REASONS FOR AND AGAINST PARTICIPATION IN PASSIVE MOBILE DATA COLLECTION {#s12}
-----------------------------------------------------------------------

[Table 3](#T3){ref-type="table"} summarizes the responses to the open-ended questions on reasons for and against participating in passive mobile data collection that were asked after the first vignette. When probed for reasons why they are not willing to participate, the largest share of respondents commented on privacy and data security issues (44 percent). Incentives were mentioned by 17 percent of respondents. About 12 percent of respondents commented on the lack of control over what data are collected and/or shared and with whom the data were to be shared in the described study.

###### 

Reasons for and against participation in passive mobile data collection (*n* = 1,947)

  Reasons for not participating                                         Reasons for participating                     
  --------------------------------------------------------------- ----- --------------------------------------------- -----
  Privacy, data security concerns                                 44%   Interest, curiosity                           39%
  No incentive; incentive too low                                 17%   Incentive                                     26%
  Not enough information/control of what happens with data        12%   Help research, researcher                     18%
  Do not download apps                                            7%    Trust, seems legitimate, safe                 11%
  Not interested, no benefit                                      6%    Will help create better products & services   7%
  Not enough time, study too long                                 5%    No additional burden                          6%
  Do not use smartphone enough; not right person for this study   5%    Like surveys & research                       4%
  Not enough storage                                              1%    Fun                                           3%
  Other reasons                                                   6%    Other reasons                                 4%
  NA                                                              3%    NA                                            2%

Note.---Percentages do not add up to 100 because respondents could mention multiple reasons.

A total of 39 percent of the respondents named interest in and curiosity about the described study as an answer to the question on reasons for being willing to participate in the passive mobile data collection study presented in the first vignette. About one-quarter of respondents mentioned the incentive offered (26 percent). Altruistic reasons for study participation, that is, helping the researchers (18 percent) or helping create better products and services through study participation (7 percent), were also named. Eleven percent of the respondents commented on trust that participating in the study would not harm the participants.

MECHANISMS FOR WILLINGNESS TO PARTICIPATE IN PASSIVE MOBILE DATA COLLECTION {#s13}
---------------------------------------------------------------------------

To assess the influence of the study characteristics and respondent characteristics on willingness to participate, we first fit a base model (M0 in [table 4](#T4){ref-type="table"}) with random vignette and respondent effects to partition the total variance of willingness ratings into within- and between-components. The model shows that 76 percent of the variance comes from the respondents, indicating that respondents are rather stable in their ratings across the eight vignettes.

###### 

Logit coefficients (coeff.) and average marginal effects (AME) with standard errors (s.e.) from a multilevel model predicting likelihood of willingness to participate in passive mobile data collection

                                                                  M0 (*n* = 14,746)            M1 (*n* = 14,746)                      
  --------------------------------------------------------------- ------------------- -------- ------------------- -------- --------- ---------
  *Fixed effects*                                                                                                                     
  Intercept                                                       --1.64 \*\*         (0.08)   --6.30 \*\*         (0.89)             
  Vignette (1)                                                                                                                        
   2--8                                                           --                           --0.63 \*\*         (0.09)   --0.054   (0.008)
  H1.1: Sponsor (Market research company)                                                                                             
   Statistical agency                                             --                           --0.26 \*\*         (0.08)   --0.022   (0.006)
   University                                                     --                           0.29 \*\*           (0.07)   0.025     (0.006)
  H1.2: Topic (Consumer behavior)                                                                                                     
   Mobility                                                       --                           --0.02              (0.08)             
   Social interaction                                             --                           --0.05              (0.08)             
  H1.3: Study duration (One month)                                                                                                    
   Six months                                                     --                           --0.75 \*\*         (0.06)   --0.063   (0.005)
  H1.4: Additional survey questions (No)                                                                                              
   Yes                                                            --                           --0.08              (0.06)             
  H1.5: Incentives (None)                                                                                                             
   10 Euro for downloading                                        --                           2.43 \*\*           (0.10)   0.199     (0.008)
   10 Euro at end of study                                        --                           2.31 \*\*           (0.10)   0.189     (0.008)
   Both                                                           --                           3.12 \*\*           (0.10)   0.261     (0.008)
  H3: Option to switch off app (No)                                                                                                   
   Yes                                                            --                           0.47 \*\*           (0.06)   0.039     (0.005)
  H1.6: Attitudes toward surveys and research                     --                           0.09                (0.07)             
  H2.1: Security concern research app                             --                           --0.29 \*\*         (0.04)   --0.024   (0.003)
  H2.1: General privacy concern                                   --                           --0.07              (0.04)             
  H2.1: No. perceived privacy violations offline                  --                           0.26 \*\*           (0.08)   0.022     (0.007)
  H2.1: No. perceived privacy violations online                   --                           --0.27 \*\*         (0.10)   --0.022   (0.008)
  H2.2: Trust data not shared by research organizations           --                           0.18 \*\*           (0.06)   0.015     (0.005)
  H2.2: Trust data not shared by other organizations              --                           0.16 \*\*           (0.05)   0.013     (0.004)
  H2.3: Smartphone skills                                         --                           --0.04              (0.05)             
  H2.4: No. of devices                                            --                           0.11                (0.11)             
  H2.4: Frequency of smartphone use                               --                           --0.02              (0.06)             
  H2.4: No. of smartphone activities                              --                           0.31 \*\*           (0.04)   0.026     (0.004)
  H2.4: Experience with research apps (Invited, not downloaded)                                                                       
   Never invited                                                  --                           0.58 \*             (0.24)   0.047     (0.019)
   Downloaded                                                     --                           2.80 \*\*           (0.31)   0.250     (0.029)
  Age (less than 30 years)                                                                                                            
   30--49 years                                                   --                           --0.30              (0.24)             
   50 years and older                                             --                           --0.56              (0.30)             
  Gender (Female)                                                                                                                     
   Male                                                           --                           0.54 \*\*           (0.19)   0.045     (0.016)
  Education (w/HS degree)                                                                                                             
   w/o HS degree                                                  --                           0.14                (0.20)             
  *Random effects*                                                                                                                    
  **Respondent variance**                                         10.12                        12.24                                  
  **Residuals**                                                   3.29                         3.29                                   
  ***Model fit statistics***                                                                                                          
  **--2 Log Likelihood**                                          13,018.0                     10,994.8                               
  **AIC**                                                         13,022.1                     11,054.8                               
  **BIC**                                                         13,018.1                     11,282.8                               

Note.--- Reference categories in parentheses. Average marginal effects (AME) only provided for significant coefficients. Listwise deletion of missing values. Mean random effect for M0 = 0.377.

\**p* \< 0.05, \*\**p* \< 0.01

Model 1 in [table 4](#T4){ref-type="table"} shows the main effects of the study characteristics experimentally varied in the vignettes and the respondent characteristics on the likelihood of being willing to participate in passive mobile data collection controlling for the order of the vignettes. Supporting H1.1, respondents are significantly more likely to be willing to participate in a study sponsored by a university compared to a study sponsored by a market research company (*p* \< 0.001). Using the average marginal effects (AME), respondents have two percentage points higher predicted probabilities of being willing to participate in passive mobile data collection sponsored by a university than a market research company (see also [figure 2](#F2){ref-type="fig"}). On the other hand, respondents are significantly less likely to be willing to participate in a study sponsored by a statistical agency (AME: --2 percentage points) than a study sponsored by a market research company (*p* \< 0.001). The likelihood of being willing to participate is significantly lower, with a decrease in the predicted probabilities of six percentage points, if the study runs for six months compared to just one month, and it is significantly higher (AME: +4 percentage points) if the app has an option to temporarily switch off data collection (*p* \< 0.001), supporting H1.3 and H3, respectively. In addition, incentives play a significant role in the willingness to participate in the study (*p* \< 0.001), supporting H1.5. Predicted probabilities for the willingness to participate increase with a 10-Euro incentive for downloading the app by 20 percentage points, a 10-Euro incentive at the end of the study by 19 percentage points, and a combination of the two incentives by 26 percentage points over no incentive. The topic of the study and whether or not the app would administer additional survey questions has no influence on the willingness to participate (*p*\> 0.1), showing no support for H1.2 and H1.4, respectively.

![Average marginal effects (points) with 95 percent confidence intervals (lines) from multilevel logistic regression predicting likelihood of willingness to participate in passive mobile data collection.](nfz007f0002){#F2}

Turning to respondent-level characteristics, we find no support for H1.6; attitudes toward surveys and research are not significantly correlated with the likelihood to be willing to participate in passive mobile data collection (*p*\> 0.1).

H2.1 is partially supported in that security concerns with using a research app reported in Wave 1 are significantly negatively correlated with likelihood to be willing to participate (*p* \< 0.001). An increase of one scale point on the 11-point scale in security concerns when using a research app decreases the predicted probability to be willing to participate by two percentage points. Along those lines, the more situations respondents perceive as a violation of their privacy online, the lower the likelihood to be willing to participate (*p* \< 0.05). Predicted probabilities decrease by two percentage points with each additional situation perceived as a violation of privacy online. On the other hand, perception of privacy violations offline is positively correlated with likelihood to be willing to participate (*p* \< 0.01), with an increase in predicted probabilities of two percentage points for each additional situation perceived as a violation of privacy offline. The degree of general privacy concerns is not significantly associated with the likelihood to be willing to participate (*p*\> 0.1).

Trust that research and other organizations will not share data with others is positively associated with the likelihood to be willing to participate (*p* \< 0.01), supporting H2.3. One scale point increase on the 11-point scale in trust in research organizations and other organizations increases the predicted probability of being willing to participate by two and one percentage points, respectively. Self-assessed smartphone skills are not associated with the likelihood to be willing to participate (*p*\> 0.1), showing no support for H2.3.

The data partially support H2.4. While the number of devices owned and the frequency of smartphone use are not related to the likelihood to be willing to participate (*p*\> 0.1), the more different activities a respondents reports to do on the smartphone, the higher the likelihood to be willing to participate (*p* \< 0.001). With each additional activity reported, the predicted probabilities of being willing to participate increase by three percentage points. In addition, respondents who had downloaded a smartphone research app in the past (*p* \< 0.001) and respondents who were never asked to participate in such a study before (*p* \< 0.05) are significantly more likely to be willing to participate than respondents who were asked in the past but did not download the app. The predicted probabilities of being willing to participate increase by 25 percentage points for respondents who had downloaded a research app before and by five percentage points for respondents who were never asked to participate in such a study before over respondents who were asked in the past but did not download the app.

Regarding our control variables, male respondents are significantly more likely to be willing to participate in passive mobile data collection than female respondents (*p* \< 0.01; AME: +5 percentage points). While there seems to be a decreasing trend for the likelihood to being willing to participate with age, only the difference between respondents aged 50 and older and respondents under 30 years of age is significant at the 10 percent level (ME: --5 percentage points). Educational level is not associated with likelihood to be willing to participate (*p*\> 0.1).[^5^](#fn0005){ref-type="fn"}

Discussion {#s14}
==========

Passive mobile data collection via smartphone apps gives researchers the opportunity to collect data at a frequency and level of detail that goes beyond what is usually feasible using traditional survey questions. However, consistent with previous research ([@CIT0031]; Revilla, Couper, and Ochoa [@CIT0030]; [@CIT0041]), we found that smartphone users seem to be reluctant to share these types of data with researchers. Only 35 percent of smartphone users in our study indicated their willingness to download an app that would passively collect technical characteristics of the phone, cell network parameters, geographic location, app usage, and browser history, as well as the number of incoming and outgoing phone calls and text messages. About a third (39 percent) of respondents were not willing to download an app under any of the conditions described in the vignettes. We surveyed members of a nonprobability online panel in Germany who regularly participate in surveys, and only those who participated in our survey were asked about their willingness to participate in the passive mobile data collection. The participants in our study thus might be more cooperative than the general population when it comes to requests to share information---as indicated by relatively positive attitudes toward surveys in general. In addition, while we find little evidence that respondents did not read or did not understand the study descriptions provided in the vignettes, we acknowledge that vignettes ask for self-reports of hypothetical willingness and are thus only an imprecise measure for actual download of a research app. It is reasonable to assume that the actual willingness to download such a research app in the general population would be lower, and we hope to see more research that experimentally varies the features of passive mobile data collection.

We hypothesized that passive mobile data collection shares some of the mechanisms related to the participation decision in traditional survey modes while other mechanisms are unique to passive mobile data collection. As expected, we found that willingness to participate in passive mobile data collection is affected by factors known to be influential when it comes to the decision on whether or not to participate in surveys. Willingness to participate is significantly higher (albeit with a small effect size) when the request comes from a university as compared to a commercial market research company, providing support for the hypothesis that people assign higher authority and trust with regard to data collection by universities. Whether the fact that a statistical agency yielded significantly less willingness to participate compared to both a university and a market research company is the result of a specific mistrust in the German government to collect such data or can be generalized to other federal agencies or other countries needs to be tested in future studies. Also, respondents in our study were recruited from an online panel operated by a market research company. Thus, the positive effect of the market research company as compared to the statistical agency might be overestimated due to the trust in and positive experience with the panel provider.

Consistent with previous research on survey participation, respondent burden and incentives play a role in passive mobile data collection as well. We found less willingness to participate for a field period of six months of passive mobile data collection and no incentive compared to one month and a promised incentive, respectively. In particular, the promise of an incentive strongly influenced the reported willingness to download a research app for passive mobile data collection, increasing the predicted probabilities of being willing to participate by more than 20 percentage points over no incentive. Our finding about large effects of the incentives might have been influenced by the opt-in nature of the online panel, where respondents are used to receiving rewards. Thus, we encourage further research on incentive effects in passive mobile data collection.

Whether or not the app also asks survey questions has no influence on willingness to participate in our study. This finding is an indication that the decision on whether or not to participate in such a study is more driven by concerns related to the passive data collection compared to the additional task of responding to survey questions. Again, whether this finding holds for populations who participate less regularly in surveys and in conditions where users are asked to participate in passive mobile data collection instead of---rather than in addition to---responding to survey questions needs to be tested.

What makes passive mobile data collection different from surveys is that the latter inherently allows respondents to control what information is shared with the researcher because they are based on self-reports, whereas passive mobile data collection does not allow such curation before information is shared. This can be advantageous in avoiding measurement error due to memory problems or social desirability but can be seen as a threat to privacy by participants. We find strong support for this notion in that both a feature to temporarily turn off the app during data collection as well as general and specific privacy concerns are strong predictors for willingness to participate in passive mobile data collection. In addition, privacy and security concerns are by far the most often mentioned reasons for not being willing to participate, confirming previous research ([@CIT0018]; [@CIT0030]). More research is needed on how control over what data are shared with researchers influences consent. Providing participants with the option to specifically pick which types of data they are willing to share and which not ahead of time (i.e., à la carte consent) might increase the overall willingness to participate over an option to share all or no data. Alternatively, participants could get an option to review, edit, and delete specific data before transmitting them. Both approaches would give participants the ability to choose to share some but not all data. More research is needed on what type of data is more likely to be shared when such options are provided. In addition, we encourage further research on the wording of how data are processed and protected when collecting them passively from a smartphone, and to test how the request can be worded to alleviate respondents' concerns and increase participation.

Consistent with previous research ([@CIT0028]; [@CIT0018]; [@CIT0041]), we find that familiarity with different features of a smartphone as well as previous experience with a research app increases the willingness to participate in our hypothetical studies. Self-assessed smartphone skills, on the other hand, are not associated with the willingness to participate. If users who engage in more different activities on their smartphones are more likely to participate in a passive mobile data collection study that aims at estimating measures related to smartphone use (e.g., frequency of using specific apps), then nonparticipation bias will likely occur. Whether these differences in nonparticipation concerning smartphone use are also related to other behaviors (e.g., mobility, social interaction) needs to be studied further.

Our research focuses on the effect of different study design features on willingness to have a broad range of information passively collected through a smartphone app (i.e., technical characteristics of the phone, network strength, current location, app and Internet use, call and text logs). Earlier research ([@CIT0031]; [@CIT0007]; [@CIT0041]) demonstrates that willingness to engage in different research-related tasks on a smartphone can vary substantially by task, thus our estimates of willingness should be considered conservative, given the broad range of data that were included in our study description. To limit complexity, our vignettes did not experimentally vary the type of data that would be collected through the app; thus, we cannot say whether study design characteristics such as sponsor, length, or incentive have a uniform effect on willingness to participate in studies that, for example, collect GPS data only, call and text logs only, or both. We encourage further research to combine the findings of our study with research on willingness to engage in different smartphone tasks to help researchers and practitioners in developing specific designs that increase willingness to participate in studies that, for example, are primarily interested in collecting GPS data.
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According to the panel provider, members are recruited through a variety of nonprobability online and offline methods. Panel members are invited to participate in up to two web surveys per week, and members receive 50 points (an equivalent of €0.50) for a 10-minute web survey. Panel members who do not participate in six consecutive surveys are excluded from the panel. To avoid multiple enrollment of the same person in the panel, and to facilitate payment of the incentives, members must provide a valid bank account number upon enrollment.

Nine thousand email invitations were sent to panel members by the online panel provider. A total of 3,144 people started the survey. Quotas for gender and age were used based on the known smartphone penetration in Germany; only smartphone owners were able to proceed to the main questionnaire: 404 panel members who started the survey were screened out because of the quotas; 32 were screened out because they reported not owning a smartphone. Out of the 2,708 remaining respondents, 61 broke off the survey (2.2 percent). Twentyfour respondents had duplicated IDs and were dropped from the data set.

Out of the 2,333 respondents who started the Wave 2 survey, 354 broke off (15.2 percent). An additional 22 respondents were dropped because of duplicated IDs and eight could not be matched because their IDs were not found in the Wave 1 data. For the remaining 1,949 respondents, we checked for consistency in sociodemographics between the two waves using age, gender, and education, allowing respondents to move up one category in age and education from Wave 1 to Wave 2. Two respondents had more than one inconsistency and were dropped.

To assess the stability of our results, we reran all analyses 1) using a different cutoff point (0--4 vs. 5--10) and 2) limiting the analysis to respondents who selected the extreme points (0 vs. 10). Both had little effect on the outcome of the analyses and the conclusions. We report substantive differences between our main analysis strategy and the two alternative analysis strategies in the Results section.

Changing the cutoff point for the dependent variable has only minor effects. When the cutoff is 0--4 versus 5--10, the difference in willingness to participate between a statistical agency and a market research company becomes insignificant (*p*\> 0.1). Respondents are significantly less likely to be willing to participate if the app administers additional survey questions (*p* \< 0.05). Comparing respondents on the extreme points (0 vs. 10) reduces the sample size, and several coefficients become insignificant (Sponsor: University, No. perceived privacy violations online, Trust data not shared by other companies, Experience with research app: Never invited).

###### General study description

On the following pages we present you **8 different scenarios** which vary in a number of features.

All scenarios will mention a research app that, when downloaded to a smartphone, collects the following data:

-   technical characteristics of the phone (for example, brand, screen size)

-   the telephone network currently used (for example, signal strength)

-   the current location (every 5 minutes)

-   what apps are used and what websites are visited on the phone

-   number of incoming and outgoing phone calls and text messages on the phone

Please note that the research app mentioned in the scenarios would only collect information on when other apps are opened or when a call is made. The **research app cannot** see what happens inside other apps or what is said in a phone call or a text message.

All information collected by the research app described above is confidential. It would only be used by the researchers and they would not share your individual data with anyone else. The described study complies with all German federal regulations about data protection and privacy.

###### Vignette

Imagine that a **\#sponsor\#** invites you to participate in a research study that includes downloading a special research app to your smartphone.

The data the research app collects from your smartphone will help the researchers to learn more about **\#topic\#** on their smartphones.

The study will last for **\#duration\#** and you should leave the research app installed on your smartphone until the end of the study.

There is **\#option to switch off app\#** during the course of the study.

\#Incentive\#

\#additional short questions\#
